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…or	even	beEer	

•  A (very quick) review of the DNS infrastructure 
–  Main components 
–  Working Principles 

•  An overview of different kinds of abuses against such infrastructure, which enable a 
wide variety of cyber attacks 
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About	me	and	this	work	

•  Working since 2006 (Ph.D./Post-Doc/Research Assistant) with the Pattern Recognition 
and Applications LABoratory  (pralab.diee.unica.it) @University of Cagliari 

–  Worked on several areas of computer security 

•  Since August 2015 – CEO and Co-Founder of Pluribus One (www.pluribus-one.it) 
–  Company Mission: To develop safe and explainable machine learning 

algorithms for Cybersecurity solutions 

•  This presentation has been developed in the context of several R&D projects, 
funded through European and regional calls.  
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safe DNS project 
supported by the Regional Government of Sardinia 

and the POR FESR 2014-2020 programme 
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.com .com 

•  With DNS we generically refer to the infrastructure (servers, protocol, resolvers, caches, etc.) which 
allows to translate (resolve) domain names into IPv(4/6) addresses 

Domain	Name	System	(DNS)	–	Principles	
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!  Distributed 
!  Hierarchical 
!  Recursive 

www.example.com 

DNS 
SERVER 

DNS Query 

88.221.81.192 
DNS 

Response 

m.root-
servers.net 

Here’s a list of .COM TLD name servers.   
Ask one of these. 

Ask root name servers for  
.COM name servers 
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a.gtld-
servers.net 

Ask a.gtld-servers.net  
for example.com nameservers 

Here are example.com nameservers.   
Ask one of these. 

2 

nsall.huawei.co
m 

Ask nsall.example.com 
 for IPv4 address of www.example.com 

The IPv4 Address of www.example.com is 
88.221.81.192 
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Cache Cache 

www .example 
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TLD - Top Level Domain Second Level Domain Hostname 

.example www 
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Role	of	the	DNS	in	the	modern	Cyber-aEacks	

•  The DNS has a pivotal role to support a large variety of cyber-attacks. 

1.  Phishing. 
–  Well crafted domain names help to  
make phishing*1 campaigns more effective 

2.  Scams 
–  Similarly to phishing, other kind of scams are vehiculated  
by using well-crafted domain names 

3.  Botnets 
–  To make botnet more resilient, malware writers avoid  

to hardcode the IP addresses of the C&C servers and dropzones 
•  They use domain names instead 
•  Often include into malware algorithms able to generate domain names 

dynamically " Domain Fluxing 
•  Often use mechanisms to change frequently the association between domain 

names and IP addresses " IP fluxing 
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*1 Source: John Scott-Railton et Alii, Nile Phish: Large-Scale Phishing Campaign Targeting Egyptian Civil Society, CitizenLab.org, 2017 

dropboxsupport.servehttp.com 

Do these websites look legitimate? 
www.ryanaỉr.com 

www.heinẹken.com 
www.alitalıa.com 
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About	this	presentaPon	

1.  What is this presentation about: 
–  Attacks which can be spotted through (statistical) analysis of the domain names 

and of information gathered during the resolution process 
•  IP Fluxing 
•  Domain *Squatting 

–  Internationalized Domain Names Abuse 

–  Examples taken from real traffic 
•  >3 years of real traffic monitoring 

–  ≃ 300.000.000 DNS requests/day 

–  ≃ 2.5M domain names/day 
–  ≃ 430k unique IPs/day 

2.  Attacks not covered by the presentation 
–  Domain Fluxing 
–  Abuses of the DNS Protocol (Spoofing) 

–  DDoS Attacks against DNS 
–  Covert channels over DNS 
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IP Fluxing 
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Design	of	Fast	Flux	Service	Network	

•  Fast-Flux Service Networks exploit an architecture which is conceptually similar to that 
of Content Delivery Networks 

•  The key idea is to construct a distributed proxy network on top of compromised 
machines that redirects traffic through these proxies to a central site,which hosts the 
actual content.  

–  Taking down any of the proxies does not effect the availability of the central site 
(Mothership) 

–  The attacker always returns a different set of IP addresses for a DNS query and 
thus distributes the traffic over the whole proxy network.  

–  This leads to an increased resilience since taking down such schemes usually 
needs cooperation with a domain name registrar. 

–  The Mothership itself becomes really hard to track 
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Single	Flux	Networks	
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Single	Flux	Networks	
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A	Fast-Flux	Domain	–	decretoposteitaliane.top 
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A	Fast-Flux	Domain	–	decretoposteitaliane.top 
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A	Fast-Flux	Domain	–	decretoposteitaliane.top	
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High IP diversity (entropy of 
IP /24 prefixes) 

High ratio of previously 
unseen IP addresses 

(novelty). 
The number of IPs as well as 
the number of networks they 

do belong tends to grow. 
Resolved IP addresses spread 

over many different 
Autonomous Systems / 

Organizations.  

Time To Live (TTL) << than in 
legitimate networks 

Blacklisted IPs 



Domain Squatting 
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CybersquaTng	

Anticybersquatting Consumer Protection Act – U.S. 1999 
•  A person shall be liable in a civil action by the owner of a mark if […] 

–  ‘(ii) registers, traffics in, or uses a domain name that— 
•  ‘(I) in the case of a mark that is distinctive at the time of registration of the 

domain name, is identical or confusingly similar to that mark; […] 
•  ‘(III) is a trademark, word, or name protected by reason of section 706 of 

title 18, United States Code, or section 220506 of title 36, United States 
Code. 

•  Cybersquatting is used to make cyber-attacks more effective (less noticeable), and 
in particular:  

–  Phishing 
•  Well crafted domain names help to make phishing campaigns more effective 

–  Scams  
•  Are vehiculated by using well-crafted domain names 
•  Often using social networks and messaging platforms (e.g. Whatsapp) 
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SquaTng	Types	

•  Typosquatting generally refers to the practice 
of registering domains which are minor 
typographical variations of popular domain 
names. 

•  Possible replacement strategies: 
–  Missing Dot " wwwyoutube.com 
–  Character Omission " yutube.com 
–  Character Duplication " youutube.com 
–  Character Permutation " yuotube.com 
–  Character Substitution " yoyube.com 
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Domain Name Squatting Type 

youtube.com Original Domain 

Source: P. Kintis et. Al., Hiding in Plain Sight: A Longitudinal Study of Combosquatting Abuse, ACM CCS, 2017 
Source: Farsight Security, Global Internationalized Domain Name Homograph Report, Q2-2018. 

youtubee.com Typosquatting 

Y0UTUBE.COM Homograph-Based 
Squatting 

yewtube.com Homophone-Based 
Squatting 

youtubg.com Bitsquatting 
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SquaTng	Types	–	Homogliph	Based	SquaTng	

•  Homogliph based squatting 
–  Attackers abuse Internationalized Domain 

Names 
–  At DNS level, domains are encoded using 

ASCII characters only 
•  Punycode encoding is used 
•  E.g. youṭube.com is represented as 

xn--youube-k17b.com 
–  Homogliph Examples 

•  Cyrillic « a » 
•  Lating jota « Ɩ »    
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Domain Name Squatting Type 

youtube.com Original Domain 

youṭube.com Homogliph-Based 
Squatting 

Source: P. Kintis et. Al., Hiding in Plain Sight: A Longitudinal Study of Combosquatting Abuse, ACM CCS, 2017 
Source: Farsight Security, Global Internationalized Domain Name Homograph Report, Q2-2018. 

youtubee.com Typosquatting 

Y0UTUBE.COM Homograph-Based 
Squatting 

youtube-login.com Combosquatting 

yewtube.com Homophone-Based 
Squatting 

youtubg.com Bitsquatting 
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Homogliph	Based	SquaTng	–	www.alitalıa.com 
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Homogliph	Based	SquaTng	–	www.ryanaịr.com 
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Homogliph	Based	SquaTng	–	www.ryanaīr.com 

20	



Copying, reproduction, modification, distribution, display or transmission of any of the contents of this presentation for any purpose without the prior written consent of Pluribus One 
SRL is strictly prohibited. 

Homogliph	Based	SquaTng	–	www.ryanaɪr.com 
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Homogliph	Based	SquaTng	–	www.qatarairwąys.com  
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Homogliph	Based	SquaTng	–	www.wesṭjet.com  
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Look	at	the	winners…	
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Homogliph	Based	SquaTng	–	www.nutẹlla.com  
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Homogliph	Based	SquaTng	–	www.dunkındonuts.com 	
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Homogliph	Based	SquaTng	–	www.pızzahut.online 
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Homogliph	Based	SquaTng	to	Evade	BlacklisPng	–	
www.vipbpx.tv	
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Lessons	Learned	

•  The DNS traffic is a primary source of information regarding what is happening on the 
network 

–  Always worth to look at it! 

•  The analysis should be done on site: 
–  External blacklisting services are really effective only against large scale 

campaigns: 
•  Short-lived domains can easily evade them 
•  You should monitor and analyse your own traffic! 

•  Challenges 
–  Ad-hoc detection algorithms for every specific threat 

•  Many multi-faceted threats to face 
–  Validation of the results 
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Thanks!! 
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Questions? 
davide.ariu@pluribus-one.it 

https://www.linkedin.com/in/davideariu/ 

@davideariu 



Pluribus One S.r.l. Proprietary and Confidential | Do not redistribute without NDA 

Contact	us!	

       Pluribus One S.r.l. 
Via Vincenzo Bellini 9, Cagliari (CA), Italy 
Via Emilio Segrè, 17, Elmas (CA), Italy 

info@pluribus-one.it 
www.pluribus-one.it 
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