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Nel 2017 la cyber security e costata
600 miliardi di dollari
(0.8% del PIL mondiale)

Con lo 0.1% del PIL
mondiale si potrebbe
risolvere il problema della
scarsita d’acqua potabile
sull’intero pianeta







UNA COMPLESSITA
OLTRE | LIMITI
DEL CONTROLLO UMANO

e Windows 10: ~ 50 milioni di linee
di codice

e Mac OS X: ~ 85 milioni di linee di
codice

* Google: 2 miliardi di linee di
codice, 9 milioni di file sorgenti,
25.000 sviluppatori, 15.000
modifiche al giorno
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E QUESTIONE DI FIDUCIA




TURING AWARD LECTURE

August 1984  Volume 27 Number 8

Communications of the ACM

Reflections on Trusting Trust

T'o what extent should one trust a statement that a program is free of Trojan
horses? Perhaps it is more important to trust the people who wrote the

software,

KEN THOMPSON

INTRODUCTION
[ thank the ACM for this award. [ can't help but feel
that I am receiving this honor for timing and serendip-

ity as much as technical merit, UNIX' swept into popu-
larity with an industry-wide change from central main-

frames to autonomous minis. I suspect that Daniel Bob-
row [1] would be here instead of me if he could not
afford a PDP-10 and had had to "settle” for a PDP-11.
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programs, I would like to present to you the cutest
program | ever wrote. I will do this in three stages and
try to bring it together at the end.

STAGE 1

In college, before video games, we would amuse our-
selves by posing programming exercises. One of the
favorites was to write the shortest self-renroducine nro-
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SOCIAL
- ENGINEERING

| The clever manipulation
of the natural! human

tendency to trust.




IF T CAN TUST OVERCLOCK THE UNIX
DIANGO, T CAN BASIC THE DDOS
ROOT. DAMN, NO DICE. BUT WAIT., \¢ I
DISENCRYPT THER WILOBYTES WITH A
BACKDOOR HANDIHAKE

TUEN... JACKAIT
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SHODAN

un motore di
ricerca per
loT hacking
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Engheh ~
What Happened to My Computer?
R . o <
Your important files are encrypted
. Many of your documents, photos, videos, databa e no longes
ACCRSS py have been encrypted. Maybe you are busy looking for a way
recover yvour files, but do not waste your time. Nobody can recover vour files s ou
our gacryption service

Payment will be raised on P T T

PROFITTI PER 1 MILIARDO DI DOLLARI NEL 2016

+250% NEI PRIMI MESI DEL 2017
+752% NUOVE FAMIGLIE DI MALWARE RANSOMWARE

Send $300 worth of bitcoin to this address:

peteiait [1219YDP gwueZ9NyMgws19p7AABisjr6 SMw
How 10 buy Eécomy




MAN IN THE MAIL

Text of spear-phishing
email sent to John
Podesta, the chairman
of the 2016 Clinton
presidential campaign

*From:* Google <no-reply@accounts.googlemail.com>

*Date:* March 19, 2016 at 4:34:30 AM EDT

*Subject:* *Someone has your password*

Someone has your password

Hi John

Someone just used your password to try to sign in to your Google Account

-Egnmil.mm.

Details:
Saturday, 19 March, 8:34:30 UTC
IP Address: 134.249.139,239

Location: Ukraine

Google stopped this sign-in attempt. You should change your password

immediately.

CHANGE PASSWORD <https://bit.ly/1Pibsuo:

Best,
The Gmail Team
You received this mandatory email service announcement to update you about

important changes to your Google product or account.
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‘David A. Whee/eri “Secure Programming HOWTQO”)



SIATE PARANOICI!

Abbiate un backup di tutto (non solo ngl datl‘ ma ch& ne”e atﬂwta“
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