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Departments

Data Centers
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(non federated)

Arm || Cisco IBM NVidia || E4Engineering || Loquendo || Consoft
BlueReply [| CSP || AizoOn || O.R.S. || Reply || Exemplar || NetValue || Celi || LabInf
Comau FCA || Leonardo || Prima Industrie || General Motors || IREN || TIM
Intesa SanPaolo || Reale Mutua || Banca Sella || ToplX || TorinoWireless || INRIM SITI

I Collegio Citta Salute || Fondazione T Human
INARPUE Carlo Alberto][ e Scienza ][ 1S ] Shilz [Genova (Technopole]
CDIPINF DIPES) DET pr
@PoliTO
(DIPMAT DIPFIL) POLITO
(orPaiy vepHium| | ((DAUIN ) SmartData
@PoliTO
I SmartData HPC
= =S =
% —= — %
| Federated cloud islands |
JeEN — specialised GARR cloud “Piemonte zone” specialised  9rHHN
cooling lands islands cooling

FOHPCYA

Al-in-demand platform

Facts
- INFRA-P call Nov. 2017

- Ranked 1st on ~30
submitted projects

- Kick-off mid apr 2018

- 4.5M£ funding

+ 2 partners

- 8 associated partners

- Coord. M. Aldinucci

- Many industrial
stakeholders



Users

Kind of service

Services

Artifacts

BDA.

algorithms/networks.

Training set not required. Off-the-shelf

Domain experts with no skills on ML and Service-as-a-
Service (SaaS)

SaaS for ML and BDA
designed within HPC4Al
partners

Market place for ML and BDA
services: Dashboards, trainead
models in several domains (NLP,
Vision, ...)

required.

Domain experts skilled on ML and BDA.
Not expert in parallel computing.

New networks or pipelines; training set

Platform-as-a-
Service (PaaS)

PaaS solutions for ML and

BDA directly designed within

HPCA4Al or companion
projects

Market place of VMs and
Platforms realising software
stacks for ML and BDA. Solutions
for data ingestion, data lake, etc.

and automation designers.

Researchers, cloud engineering, ML and BDA 1) Infrastructure-
framework designers, cloud engineers, stack as-a-Service (laaS)

2) Metal-as-a-

1) GARR/other cloud able to
support federation

1) Openstack, docker, VM, object
storage, file storage, kubernetes,
etc.

Service (laaS) 2) Job scheduler for HPC 2) Alternative cloud, job queue,
resources Big Data Stack (Spark, ...).
Researchers, run-time designers. Hardware Bare Metal Multicore, GPU, storage, network,

switch, UPS, cooling, etc.




_Approach

' Innovation Research

SMART PA MINDMAP

-~ Whishiful
Private Private

Open Closed
Openstack, MicroSoft,
GARR, TIM AWS
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- 10000/1/0 Tools & approach
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WIKIPEDIA

The Free Encyclopedia

Main page
Contents

Featured content
Current events
Random article
Donate to Wikipedia
Wikipedia store

Interaction

Help

About Wikipedia
Community portal
Recent changes
Contact page

Tools

What links here
Related changes
Upload file
Special pages
Permanent link
Page information
Wikidata item

Article Talk

CLOUD Act

Read Edit

& Not logged in Talk Contributions Create account Log in

View history

Search Wikipedia

Q

From Wikipedia, the free encyclopedia

The Clarifying Lawful Overseas Use of Data Act or CLOUD Act (H.R.

4943 ) is a United States federal law enacted in 2018 by the passing of the
Consolidated Appropriations Act, 2018, PL 115-141, section 105 executive
agreements on access to data by foreign governments. Primarily the CLOUD
Act amends the Stored Communications Act (SCA) of 1986 to allow federal law
enforcement to compel U.S.-based technology companies via warrant or
subpoena to provide requested data stored on servers regardless of whether
the data are stored in the U.S. or on foreign soil.

Contents [hide]

1 Background
2 Support
3 Passing
4 References

Background |edit]

Clarifying Lawful Overseas Use of Data

Act

The CLOUD Act was introduced following difficulties that the Federal Bureau of
Investigations (FBI) had with obtaining remote data through service providers
through SCA warrants, as the SCA was written before cloud computing was a

viahla taechnnlacyry Thae cithhiatinn wae hinnhlicnhtad fram a2 2012 Aviia traffickina

Acronyms
(colloquial)

Enacted by
Effective

Public law

Acts amended

Titles amended

U.S.C. sections
amended

CLOUD Act

the 115th United States Congress
March 23, 2018
Citations
Pub.L. 115-141 &/
Codification

Stored Communications Act, Electronic
Communications Privacy Act

18
2523
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FEDERATED ARCHITECTURE BASED ON THE GARR CLOUD
(I.E. OPENSTACK VERSION MAINTAINED BY GARR+CANONICAL)

National/EU Networks

Specialities h

Lab PAF@QUNITO
Machine Learning & loT

INDIGO
DataCloud |
\ DEEP-HybridDataCloud

Lab C3S@QUNITO
Scientific Computing & HPC

P'ss

: Cloud bursting £

) | GARR |
" national network
N\ forresearch

Al

INFN-TO

Amazon
Azure, etc

;A hi Lab HPC@POLITO
/ \ High-Performance
/ \ Computing
Data centers / \ Data centers
@UNITO - Tier I-II / ‘\ @POLITO - Tier |

Lab SmartData@POLITO
BigData Analytics

Roles and Specialised islands Federated islands | Federated islands Specialised islands

responsabilities UNITO+INFN UNITO+GARR POLITO+GARR POLITO

Hardware datacenter compute cluster w compute cluster| |domain-specific high-capacity
fornutlres dlstrlbuted storag W GPUS storage storage

A \
RAID GPUS manycore backup, high-availability
alta densita
system [ rack | encrypted/certified high-availability
network  Pavimento storage storage
free cooling flottante,

cablaggio
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University of Pisa, Italy
aldinuc@di.unipi.it

ailure

Pierfrancesco Zuccato
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)

inistration of virtualized clusters
and provides an efficient, iSCSI

|CS 2007

eV

INTERNATIONAL
SUPERCOMPUTING
CONFERENCE

26-29 June 2007, Dresden, Germany

VirtuaLinux

Virtual Clustering with no single point of failure
http://sourceforge.net/projects/virtualinux

Marco Aldinucci
University of Pisa, Italy
aldinuc@di.unipi.it

Pierfrancesco Zuccato
Eurotech HPC, Italy

©,

EUROTECH p.zuccato@exadron.com

G R 0 U P

VirteaLlinuX is a Linux meta-distribution that allows the creation, deployment and adsfinistration of virtualized clusters
with no singie.point of failure. VirtuaLinux architecture supports diskless configarations and provides an efficient, iSCSI
based abstraction oi~the SAN. Clusters running VirtuaLinux exhibit no master node, thus boosting resilience and flexibility.

DiskLESS CLUSTER + EXTERNAL SAN

eUsing EVMS and iSCSI, the architecture pro-
vides a flexible, high-level description of the
underlying hardware that frees the adminis-
trator from the traditional, rigid allocation of
resources.

ePerformance and scalability are achieved by
means of the direct access of cluster blades
to the external SAN via a switched Infiniband
network (10-20Gb/s).

e Storage reliability is implemented within
the external SAN, which can exploit
a redundant array of disks (disks

A fully functional linux distribution
that installs as a cloud

Much simpler to install w.r.t.
openstack

Acquired by Eurotech then died

that can be mounted on the blades _r
are usually quite slow and fragile). :
|
|

VirTUAL CLusTERS (VC)

[

|

|

e Each virtual node (VM) of a VC is a :
virtual machine that can be config- -
ured at creation time. It exploits a :

|

|

|

)

|

|

cluster-wide shared storage.

e Each VC exploits a private network
and can access the cluster external
gateway.

e VMs of a VC can be flexibly mapped
onto the cluster nodes.

e VCs can be dynamically created,
destroyed, suspended on disk.

Disks ABSTRACTION LAYER

A set of private and shared EVMS

volumes are mounted via iSCSI in
each node of the cluster:

MASTERLESS CLUSTER CONFIGURATION
eVirtuaLinux has no master, all nodes have a symmetric

configuration.

e Critical OS services are categorized and made redundant
by either active or passive replication in such a way they
are, at each point in time, cooperatively implemented by
the running nodes.

eAny blade of the cluster can be hot-swapped with no
impact on cluster operation.

VIRTUALINUX ARCHITECTURE

e A private disk (/root) and a OCFS2/
GFS cluster-wide shared SAN are
mounted in each node.

e EVMS snapshot technique is used
for a time and space efficient cre-
ation of the private remote disk.

e A novel plug-in of EVMS has been
designed to implement this fea-
ture.

Virtual gl_us

-

actively or passively repli

/é':.':.':.':.'__.'__.'__.'__.'__.'__.':.': S

| iscsl EVMS IBolP

Core 5,
Xlre,
Pt cop €|

diskless SMP blade N1

Xen

S1 S2

active, S6 active
backup

private shared
volume N2 volume

| iscsl EVMS

ypervisor )

Corep,
Ex
m{w’f’/ﬂe

|

| CPUs §
o I

CLUSTER VIRTUALIZATION

VirtuaLinux separates three environments, tar-
geted to different classes of administrators:

eThe physical cluster, including the physical
devices, which are insulated and made trans-
parent (hardware technician).

eThe privileged cluster, i.e. the environment
that provides services and interfaces to the
virtual clusters (skilled OS administrator).

eThe virtual clusters that are sets of virtual
machines. They can run any OS and con-
figuration in such a way Grid and Be-

Il

TFTP, D
I_ __1]

diskless SMP blade N2

- l

< \) \I e.g. 192.168.0.0/24

owulf style virtual clusters can co-
exist simultaneously (standard OS
administrator).

LiNnux OS SERVICES

All standard Linux services are
made fault-tolerant via either active

private shared
volume Nm volume

| iscsl EVMS IBolP

(&
k-
Gaeme

diskless SMP blade Nm

or passive replication:

e Active: Services are started in
all nodes; a suitable configura-
tion enforces load balance on cli-
ent requests. E.g. NTP, DNS, TFTP,
DHCP.

e Passive (primary-backup): Linux
HA with heartbeat is used as fault
detector. E.g. LDAP, IP gateway.

KEerNEL BAsic FEATURES
e All standard Linux modules.

e Xen hypervisor, supporting Linux
paravirtualization, and Microsoft

\l e.g. 192.168.1.0/24

1l

Infiniband 10x
switch

iSCSI SAN - set of RAID disks (e.g. Linux openfiler)

Giga Ethernet
switch

Windows via QEMU binary transla-
tion (experimental).

e Network connectivity, including
Infiniband userspace verbs and IP
over Infiniband.

¢ iSCSI remote storage access.

¢ OCFS2 and GFS shared file sys-
tems.



EXAMPLES OF A SPECIALISED ISLAND: GITLAB-BASED DOCKER ORCHESTRATOR
FOR HPC

|
|
Docker images . n

12 hodrs

=
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Light nodes

FAT nodes

GPU nodes




M O-I—lv ATl O N S N Politics World Economy Culture Take Action Current Issue  Subscr

America Has a Monopoly e
Problem—and It’s Huge

The Nobel Prize winner argues that an economy dominated by large
corporations has failed the many and enriched the few.

By Joseph E. Stiglitz

OCTOBER 23, 2017
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Motivations: AI/BDA services are typically operated by over-the-top

- Proprietary solutions produce technological lock-in. And continue to exact a rent

- The long-tail of this rental economy model increases inequalities rather than controlling them [J.E. Stiglitz]

- Al require GPUs/TPUs. Their cost is very high in commercial public clouds

- Buying-vs-renting break-even point occurs early

- Al and BDA need annotated datasets that require human effort for curation and
maintenance

- Local availability of these dataset is an enabling feature for training/analysis

- Datasets contain sensitive information, they should be stored appropriately

- Compliant with European regulations (including privacy, e.g. GDPR) if within EU borders [Argonne AoT]



HPC4Al AIMS

- Facilitate scientific research and engineering in the areas of
Artiticial Intelligence and Big Data Analytics

- Support large scale experimentation of applications

- Engage regional industry in joint research projects, also boosting their R&D
capabilities

- Gather and store dataset with specific local/EU value (medical, business, code, ...)

- Focusing on methods for the on-demand provisioning ot Al and
BDA cloud services



WHAT'S NEXT?

OpenPose

OpenPose represents the first real-
time multi-person system to jointly
detect human body, hand, and
facial keypoints (in total 130
keypoints) on single images.

Caffe

Image-to-Image
Translation with
Conditional
Adversarial
Networks

This is our PyTorch
implementation for both unpaired
and paired image-to-image

Frmrne ] st~

Browse Frameworks

Model Zoo

Discover open source deep learning code and pretrained models.

Mask R-CNN

This is an implementation of Mask
R-CNN on Python 3, Keras, and
TensorFlow. The model generates
bounding boxes and segmentation
masks for each instance of an
object in the image. It's based on
Feature Pyramid Network (FPN)
and a ResNet101 backbone.

Subscribe

We send out monthly emails

showcasing the best or most

notable models released each
month. Sign up to receive updates!

Subscribe

Browse Categories

FastPhotoStyle

A Closed-form Solution to
Photorealistic Image Stylization

vid2vid

Pytorch implementation of our
method for high-resolution (e.g.

2048x1024) photorealistic video-to-

video translation.

NLP

(O Backfed Input Cell
Input Cell

/\ Noisy Input Cell
Hidden Cell

O Probablistic Hidden Cell

/N Spiking Hidden Cell

. Output Cell

. Match Input Output Cell

‘ Recurrent Cell

‘ Memory Cell

A mostly complete chart of

Neural Networks ........o.

©2016 Fjodor van Veen - asimovinstitute.org
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Generative Adversarial Network (GAN) Liquid State Machine (LSM) Extreme Learning Machine (ELM) Echo State Network (ESN)
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FOLLOW-UP PROJECT (2018 _ICT-11-A EU 1A, 13M£)
DEEPHEALTH: DEEP-LEARNING AND HPC TO BOOST BIOMEDICAL APPLICATIONS FOR HEALTH

- 18 Parterns: Everis,
Siveco, Wings, Philiphs,
SIVECO, IBM, Thales,
CEA, Treelogic, EPFL,
UPV, UNITO, UNIMORE,

Design and develop:

+ European Library for Distributed
Deep Learning for health

- Al-on-demand cloud platforms
(HPCA4Al, ...)

Use cases and data sets

UC1: migraine and
seizure prediction

I I

UC5: Deep Image . 1 UCB: Prostate tumour | | UC7: Depression
annotation , | diagnosis !
[ 1
> x |
8 ¥ _ «aroL
UNITO ;! CRS4 !

UC13: Epileptic
seizures

UC11: Urology

disease

SIVECO

| |
g PF3: Express|F™ PF5: Open DeepHealth | | PF6:igital pathology | | PF7: Moriarty ;
L (I 1
o : : : everis :
S | ! N\ MORIARTY |
m ] L] ) . — |
a ; ' :
THA : CRS4 | ! EVERIS !
""""""""" L e B e “TETEEEEEEEEEEE e ) U
- Deep Learning |1 Concurrent i | Heterogeneous HPC | ! % 'l :
b Fad |! Programming ;! ' ' b !
2 ~!i} t 3 8SC; | ¥ UNITO 3 | :
- i¥at. ¥ P unimo! ) -‘ PHILIPS | :
A ¥ | FISABIO | ! STELAR | : CRS4 | :
SO PHILIPS | ; UPVEPFL) | 7= _FISABIO;. UNIMORE : i _________PHILIPS;
[« ) I [ U |
5 | Operating System || Low-level runtime || HPC architectures |
ISl T 1 ;
g 2 i ¥ ot
T 5! UNITO !! BSC ;! UPV |
£ w5 BSC i D UNITO i EPFL - UNITO
S S EPFL 1 = . EPFL i1 ___FISABIO - PROD !
[T TTTEEmsEmEmmEmm- L e e N [ L it
) | Multi-GPUs servers || Multi-servers Customized . | Cloud, loT, Data .
© E : 'l PCle/boards | | Analytics .
2 O X THALES — % !
© .Fv i o UNIT . a TREE}!
= Tz:d THALES || o,  FISABI L INGS |
: UNITO | ! o PROD; | EPFL1
g% Industrial product EVERIS - PHILIPS | Project EVERIS - PHILIPS - UPV ! Risk EVERIS - PHILIPS Impact EVERIS - BSC
=: | development CEA - THALES | i management THALES - SIVECO - WINGS | | management STELAR- CEA |1 Management STELAR - WINGS |
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(Tech) World Isn’t Flat:

ution of most referenced patents

lllchlgan Ilinois
(GM, Ford, Chrysler, (Motorola,
U. Michigan) ; U. Hllinois)

| {
"l '4

L e - AN »

)
o
<
3
&
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Texas
(Houston, Tl, Freescale
, S. Diego U. Texas)
(Qualcomm, Defense

Mason University UCLA, UCSD)

FUTURE HORIZONS




PIEDMONT Al ECOSYSTEM
A high-level regional system, from research to industry

Artificial

Intelligence
o A\ —

¢ Intelligent

4‘" Systems

"" O'IIiNati aaaaaaa

- Top region in ltaly for R&D investment (2,03% of GDP above UNIVERSITA DI TORIND up ‘ LINKS \ IJ
national average,1.6% private). ey DITORINO INVERSTADELPENONTE CRENIAE B Kb o olry 151 Foundarion
Three prestigious universities, three industrial research institutes. @ REGIONE % O tgg rns .‘ (([:[[
. - | B MPIEMONTE iy pitommo  torinowreess WD ISSED  pega”  ooon,
- International NGO, Government Office, innovation clusters, |
competence center. — o
A7 ==TIM XRery |Bl| 2. eonArOo
- Vibrant deep tech Industry (Large enterprise, SME, startup, -
incubator) and research center of multinationals across main Rai ‘L G consoft CEUI4m \\/"1\@2\; IIIIIGI'I OPop Ai
areas: health, robotics, space, automotive, telco, finance, agri- A
food.
* Academia *** *** *** ***
. . Industrial
We propose a single and coordinated Resersch kel lalalel lalalal o
Center-of-Excellence (CoE) ot tech players e s s .
ready to cooperate with pan-European Al

laboratories

Al foundations Perception Robotics HPC & €dge

Contact: Marco Aldinucci




TECH TRANSFER KNOWLEDGE First region in Italy for projects COM PETENC' ES

financed by European

TRACK RECORD 201 8 ﬁ Territorial Cooperation

- DeepHealth (EU ICT-11-b 15M€)

DEEPHEALTH _ | _
- Deep-Learning and HPC to Boost Biomedical Applications for Health or —_ lnductiAReaSO"'"g . Percep-
e tion HCI

- Lexis (EU ICT-11-b 14M€) u earnin mz;:::z;

- Large-scale EXecution for Industry & Society w Y N JdI »

" Al @

. HPCA4AI (EU FESR 2018 - 4.5M€) e | o Picdmont

- High-Performance Computing for Artificial Intelligence @ » - \d{ &

(Al-on-Demand platform) —quAl clustering Analysi

- CANP: (EU FESR 2018 -11M#€) = U probior S

Solving

DZ » Software
- Al for Elderly Care and Telemedicine =|I|I= and Al

- Industry 4.0 competence center (IT MISE 2018 - 20M£)

- POLITO+UNITO+24 industries (FCA, GM, Thales-Alenia Space,
Leonardo, STMicroelectronics, Prima Industria, TIM, ...)

ALSnan|

HPC Cloud €ng. €dge/fFoQ

Parallel & distributed programming models
Software €nvironments & Toolchains
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DOCUMENTO PROTOCOLLO DELLO STUDIO STUDIO
“ CT-guided biopsy of NSCLC: radiomic analysis of the CT RADIOMICA_NGS_

VERSIONE 1.6 images and correlation with NGS findings” NSCLC
nei pazienti reclutati in 5 studi conservati in TCGA.
Study of origin O D - e KK O [
TP53 43%*.
KRAS 27%* |‘h *_ |-
EGFR 2% || [ b [ " i [
STK11 16% w g T T )| —— ! | [
BRAF o I I Wl il I I
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NOTCH1 24% W {10 | I | (I
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Genetic Alteration ¥ Inframe Mutation (putative driver) ¥ Inframe Mutation (unknown significance) B Missense Mutation (putative driver) ¥ Missense Mutation (unknown significance)

B Truncating Mutation (putative driver) B Truncating Mutation (unknown significance) [l Fusion I Amplification I Deep Deletion No alterations Not profiled

Study of origin I Lung Adenocarcinoma (Broad, Cell 2012) I Lung Adenocarcinoma (MSKCC 2015) Lung Adenocarcinoma (TCGA, Provisional)

I Lung Adenocarcinoma (TSP, Nature 2008) I MSK-IMPACT Clinical Sequencing Cohort for Non-Small Cell Cancer (MSK, Cancer Discoven y 2017)

Figura 2. Profili mutazionali dei 22 geni coinvolti nel pannello clinico mutazionale da utilizzare nello studio in oggetto

Disegno sperimentale

Tipo si studio: osservazionale retrospettivo monocentrico

Dipartimenti e S.C.D.U. coinvolti:

A) S.C.D.U. Radiodiagnostica (Direttore Prof. Veltri), S.C.D.U. Anatomia Patologica Oncologia

(Direttore Prof. Volante), S.C.D.U. Oncologia (Direttore Prof. Scagliotti) - Dipartimento di

—

Oncologia - Universita degli Studi di Torino
B) Dipartimento di Informatica - Universita degli Studi di Torf¥o (Prof. Marco Aldinucci,

Dott.ssa Francesca Cordero )

SISTEMA SANITARIO REGIONALE DEL PIEMONTE

A.O.U. SAN LUIGI GONZAGA Azienda Ospedalioro-Universitaria

Regione Gonzole, 10 — 10043 Orbassano (TO) San Luigi Gonzaga
ai Orbassang
COMITATO ETICO INTERAZIENDALE
A.0.U. SAN LUIGI GONZAGA DI ORBASSANO
AA.SS.LL. TO3-TO4-TO5
Al prof. Andrea VELTRI

S.C.D.U. Radiodiagnostica
A.O.U. San Luigi Gonzaga -~ Orbassano

Al DIRETTORE GENERALE
A.O.U. San Luigi Gonzaga -~ Orbassano

PRATICA N. 32/2019 SEDUTA DEL 27 FEBBRAIO 2019

Protocollo: CT-guided biopsy of NSCLC: radiomic analysis of the CT images and correlation
with NGS findings

PROMOTORE:.C.D.U. Radiodiagnostica - A.O.U. San Luigi Gonzaga

SEDE: 5.C.D.U. Radiodiagnostica - A.O.U. San Luigi Gonzaga

SPERIMENTATORE RESPONSABILE: prof. Andrea VELTRI

Il Comitato Etico Interaziendale San Luigi Gonzaga, ¢ istituto con deliberazione del
Commuissario dell’A.O.U. San Luigi Gonzaga di Orbassano n. 609 del 20 dicembre 2016, ai sens
del Decreto Legislativo 24/06/2003 n. 211 e D.M. 12/05/2006, del decreto-legge 13 settembre
2012, n. 158, convertito, con modificazione, dalla legge 8.11.2012, n. 189 e del D.M. Salute 8
febbraio 2013, secondo quanto previsto dalla D.G.R. del Piemonte 25-6008 del 25/06/ 2013,
opera secondo 1 principi bioetici fondamentali contenuti nella Costituzione Italiana, nel Codice
di Norimberga (1946), nella Dichiarazione Internazionale dei Diritti dell’Uomo (1948), nella
revisione corrente della Dichiarazione di Helsinki, nella Convenzione sui diritti umani e la

B‘iomedicina del Consiglio d’Europa (Oviedo, 1997), nelle Good Clinical Practice ~ Linee Guida
di Buona Pratica Clinica.

Nellz? sed.uta Fiel 27 tebbraio 2019 il Comitato Etico San Luigi Gonzaga, dopo lunga e
approfondita disamina della documentazione presentata per 1l protocollo in oggetto, ritiene

f:he lo 'stu.dlo possa esser approvato purché vengano apportate le seguenti modifiche/
integrazioni:

Telefono Segreteria: 011 9026.566/204 Fax: 011 9026791 E-mail sperimentazioni@sanluigi.piemonte. it
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