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OpenlD Connect in SPID SPID OpenlID Connect

1.Facilita di integrazione in sistemi eterogenei (single-page app,
web, backend, mobile, loT).

2.Integrazione di componenti di terze parti in modalita sicura,
Interoperabile e scalabile.

3.Sicurezza.

4.Diffusione e utilizzo da parte di un gran numero di servizi on
line.
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SAML 2.0 OpenlD Connect
Assertion ID Token

Attribute query UserInfo Endpoint
Authentication request | Authentication request
ForceAuthn prompt=login

Identity Provider (IdP) | OpenID Provider (OP)
IdP metadata OpenlD Provider metadata
Issuer Issuer

Logout Revoke

NamelD policy Subject identifier type
Passive Authentication | prompt=none

Service Provider (SP) | Relyving Party (RP)

SP metadata Client metadata
Subject Subject Identifrer
Attributes Claims
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Flusso Authorization Code

POST: Token Request

HTTP 200: Tdken Response
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OpenlID Connect in SPID CLAIMS
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Client OpenID Connect
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OpenlID Connect in SPID Introspection

f ' Introspection Request |
E ID token | access token | refresh token E
«p Introspection Response «p
4 active | scope | exp | sub | client_id 4
Client OpenlID Connect
Provider
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OpenlID Connect in SPID Revocation

| Revocation Request |
S ID token | access token | refresh token E
«p Response « o
| 4 Codice HTTP 200 F)
Client OpeniD Connect
Provider
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OpenlID Connect in SPID Registro SP
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OpenlID Connect in SPID Metadata OP

Issuer https://op.fornitore_identita.it v

jWkS_ uri https://registry.spid.gov.it/ ... v

Op name Fornitore d’Identita \/

op url https://fornitore identita.it v

token endpoint auth metod support private_key_jwt v
https://www.spid.gov.it/SpidL1

9 acr_values_supported https://www.spid.gov.it/SpidL2 | /
https://www.spid.gov.it/SpidL3

request_parameter supported true v
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OpenlID Connect in SPID Metadata RP

client_id https://rp.fornitore_servizi.it v
jWkS_ uri https://registry.spid.gov.it/ ... v
client name Fornitore diservizi v
response_types code v
grant_types s v
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OpenlD Connect in SPID Authentication Request

e Agort Clien
—':I —.:I
GE T | POS T ; GET: Login with OIDP -'li 1
https://op.fornitore identita.it/ E e ST Attt Roaest R
auth?request-eyJhbGeioi. . . § - i z
Request | i ‘N
client_id https://rp.fornitore_servizi.it v
response type code v
scope openid v
code_challenge qWJIMeOxdbXrkKxTm72EpH659bUxAxw80 v
nonce MBzGqyf9QytD28eupyWhSqMj78WNgpc2 v
prompt login v
redirect_uri https%3A%2F %2Frp.fornitore_servizi.it%2Fcallback | +
https://www.spid.gov.it/SpidL2
acr—values https://www.spid.gov.it/SpidL1 v
claims { userinfo: { https://attributes.spid.gov.it/fiscalCodenull } } v
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OpenlD Connect in SPID Authentication Request — Richiesta consenso

0 acr values: SpidL3SpidlL2, SpidL1
0 prompt : login| consent| none

a

9 claims:fiscalCodename, familyNamg ...

Active SSO session?

9 prompt : none X NON consentito
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OpenlID Connect in SPID Authentication Response

i POST: AuthMN & AuthZ

1

1 HTTP 302: AuthMN Response
-i‘ ———————————————————————————— L el L L L b T T T ——
|
1

e

i
1
1
1
1
i
1
! GET: AuthMN Response
i

>

v
| o
L

https://rp.fornitore servizi.it/
callback?COde=usDanEzJPpG50aV8
x3jsstate=fyzioLoLf2Ce. ..

iV Autenticazione avvenuta
CON SUCCesso

https://rp.fornitore servizi.it/
callback?”@XXOX=access denied
serror description=xxx
sstate=fyziorLorLf2ce. ..

X Errore durante il processo
diautenticazione

9 vedi Tabella anomalie SPID
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OpenlID Connect in SPID Token Request

1 ]
1

i i 3

I 1 HTTP 302: AuthN Response

M= ———_——— S —————

1 1 1

1 1 1
: GET: AuthM Response ! :
1 1
] 1
1 4 1
b POST: Token Reguest :
1
1 1

POST : : : 'm |

https://op.fornitore identita.it/token

cl ient_id=https ://rp.fornitore servizi.itég

client assertion-eyinnceioi...s
Client_asSertiOn_type=urn:ietf:params:oauth:client—assertion—type:jwt—bearer&
code=usbwMnEzJPpG50av8x37 &

code verifier-998s40MozM3NSgiHNhiTONSE385k1Fv26
granE_type=authorization_code

client_assertion 9 Autenticazioneprivate_key_jwt
ISS https://rp.fornitore_servizi.it v client_assertion¢ un JWT firmato con la
1at data/ora in cui e rilasciato il token v ?hlave privata del RP La ChlElV@ pl_ﬂ?bhca
¢ presente sulregistro SPID e indirizzata
exXp data/ora discadenza della request v da jwks_uri del metadata RP
jti Identificatore univoco v
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OpenlID Connect in SPID Token Response

{

"access token": "dC34PfokdG...", || : : :
" tokel’l_type " . "Bearer" , l. POST: Token Reguest E > ' i
"refresh token": "wJd848BcyLP...", 5 1P 200 Tdken Response i 5 E
"expires_in": 1800, I D — , ;
"id token": "eyJhbGciOiJI..." 6 ! ' :

}

ID Token 9 ID Tokene Accessloken
iSS https://op.fornitore_identita.it v sonoJWTfirmati con la chiave
sub Pairwiseldentifier v | privatadel OP.La chiave pubblica

e presente sul registro SPID
aud https://rp.fornitore_servizi.it v e indirizzata dgwks_uri
0 acr https://www.spid.gov.it/SpidL2 v delmetadata OP

at_hash Hashdell’AccessToken v' | IDTokennon contiene gli attributi
iat Data / ora di emissione deloken v gg: : ’au\}\?g:li trgaa S’ggtlgapzﬁg\r/\ae
nbf Data / oradi inizio validita deToken v '
exp Data / ora di scadenzdel Token v (?e“ ?)trggbgélsdeerlg l{(eecntee i
" Py ) \' u |
Jtl ldentificativo unicadel Token v tramite chiamata adp
nonce noncedel Client per evitare Replay Attack / Userinfo
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OpenlID Connect in SPID Token Response - Errori

Fil "

| |I POS5T: Token Reguest :
T

1

L

X Errore durante il processo :

-
di recuperodel token - HTTP 200: Tk Response I i

I s E

POST HTTP 400

{

"error": "invalid client",
"error description": "xxx"

}
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OpenlID Connect in SPID UserInfo

P TP 200:T E':E‘E'l Response ID
U Se rI nfo Req u eSt i G mmm e _;_'i?f __{{P_:'_"EEQ:EE’_EE_EEEEEE i ’
GET | POST J i E E E

https://op.fornitore identita.it/userinfo

Authorization: Bearer dC34PfokdG

UseﬂnfOReSponse Content-Type: application/jwt

sub |dentificatore del soggetto, coma IDToken N4
1SS Identificatore del OP \/
aud Identificatore del RP (client id) N4
9 attributi Claimsrichiesti con larichiesta diautenticazione |
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OpenlID Connect in SPID Introspection

IntrospectionRequest
POST

https://op.fornitore identita.it/introspection

client id-nttps://rp. fornitore servizi.its

client assertion-cyinpceioi...s

client_assertion type=urn:ietf:params:oauth:client—assertion—type:jwt—bearer&
token-uspwinEzIPpG50avsx3 . . .

IntrospectionResponse

client_id Identificatore del RP v
sub Identificatore del soggetto, come in ID Token N4
eXp Scadenza del Token \/
scope Lista discope richiestiall’autenticazione V4
active Valore booleano che indica la validita del Token \/
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OpenlID Connect in SPID Revocation

RevocationRequest
POST

https://op.fornitore identita.it/revocation

client id=https://rp.fornitore_servizi.it&
client assertion-ecyjnnceioi...s
client assertion type=urn:ietf:params:oauth:client—assertion—type:jwt—bearer&

token-uspwvnEzIPpG50avex3i. . .

RevocationResponse
HTTP-Status 200 OK
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OpenlID Connect in SPID Refresh Token

\/ I'Utente deveessereinformato dellapossibilita
di utilizzarela sessionelungarevocabile

'accessoesclusivamentealle funzionifruibili

‘/ Adogniavviosuccessivaal primodeveessereconsentito
conil livelloSPID L1

Nel casosianecessarioaccederea funzionalitaper le

\/ qualie richiestoun livello SPIDsuperiorea L1
occorreeffettuare unanuovaautenticazionein base al
livellorichiesto

\/ Applicazioni mobile che fanno uso delle sessioni lunghe
devono richiedere ad ogniavvio PIN o fattore biometrico

\/ I ripristino dellasessionepuo essereutilizzato
esclusivamenteperripristinarela sessioneoriginaria
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OpenlID Connect in SPID Refresh Token

AuthenticationRequest

scope : offline_access
9 acr values : deveesseresemprepresenteancheSPID L1

client_id https://rp.fornitore_servizi.it v
response_type code v
scope openid Offline_access v
code challenge qWIIMe 0xdbXrKxTm 72 EpH6 59bUxAxw 80 v
nonce MBzGqyf9 QytD2 8eupyWhSqM;j78 WNqgpc2 v
prompt login v
redire ct uri https 93 A% F9Q Frp.fornitore serviziit%@ Fcallback N4
acr_values tbs /. Spid. gov.tISpidL 1 v
claims {usermfo: {https://attributes.spid.gov.it/ fiscalCode :null } } v
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OpenlD Connect in SPID Refresh Token

TokenResponse
( AccessTloken
"access token": "dC34PfokdG...",
"E:Oekfe;e_;%p_eto.keiﬁazlre"rwgﬁ48chLP ST, Validita massima 15 minuti
"gxpires_%?"; 1800, - i}
} 1d token": "eyJhbGci01JI... RefreShToken
Validita massima 30 giorni
RefreshRequest Utilizzo illimitato entro i 30 giorni
POST

https://op.fornitore identita.it/token

cl ient_id=https ://rp.fornitore servizi.its
grant_type=refresh_token
refresh token-wisssseyrr...
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Refresh Token — Scadenza AT, RT

sessione lunga

o
X ® ®
4 A 4
1 | AT, RT AT AT
: SpidL1 SpidL1 SpidL1
I
| | | | |
1
1l AT ! | | RT || | /
| v
i 15 Imin 30 gg
! |
| I
| |
I I
I |
| |
offline access |
~SpidL1 | . RT RT
'y | v v
|
e e e ——
1 SpidL1 —— SpidL1 = SpidL1
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OpenlID Connect in SPID Refresh Token — Ripristio sessione

sessione lunga

2

+ OTP
5 5
4 A 4
1 | AT, RT AT AT
: SpidlL2 SpidL1 SpidL1
I
| | | | |
1
| (SpidL2) ! [ B (SpidL1) /
I L
i 15 Imin 30 gg
l |
I |
| |
I I
I |
| |
offline access : |
SpidL2, SpidL1/ ! . RT RT
'y | v v
|
— — —
T SpidL2 === SpidL1 == SpidL1
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Refresh Token — Cambio Livel

sessione lunga

] o
+O1P o : +OTP
‘: o 4
1 | AT, RT AT : AT
' | SpidL2 SpidL1 | SpidL2
|
E ]
| | [ 1]
. | :
: 15 min |
: i :
! | |
| |
: ' |
' | :
| | B |
offline access | | prompt= |,
: 1A Qi | RT login |1
!
— i —
T SpidL2 == SpidL1 == SpidL2
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Refresh Token — Applicazioni mobile

sessione lunga

sessione lunga

o o
" usermame | + OTP “usemame | + OTP
= IXIIIIT — e
4 A A
AT, RT AT AT, RT
SpidlL2 SpidL1 SpidL2
3dgg

offline_access
SpidL2, SpidL1
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OpenlID Connect in SPID Gestione delle sessioni

OP devono offrire:

possibilita di visualizzare le sessioni lunghe attive
possibilita di revocare singolarmente una sessione attiva

possibilita di revocare in massa tutte le sessioni attive

possibilita di revocare tutte le sessioni attive al cambio password
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OpenlD Connect in SPID Gestione deilLog

OP e RP sono tenuti a conservare per 24 mesi evidenze di:

rilasciodi IDTokene Accesslokena fronte diautenticazione
rilascio diRefreshTokena fronte di autenticazione

rilascio di ID e Acceskokena fronte di utilizzo dRefreshToken

Rispetto della Privacy
Accesso ai Log riservato

Cifratura dei dati persistenti
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OpenlID Connect in SPID Svilupp1 futuri

Registro SPID SAML@penlDConnect

Ambiente di TesOpenlDConnect SPID
SPIDOpenl|DConnectValidator

Indicazioni per l'utilizzo di JWS e JWE
PublicKeylnfrastructure AglD
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