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A brief history of the Internet of Things



Vulnerabilities of IoT
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What is a honeypot?
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What are honeypots useful for?
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Honeypots for IoT

• IoTPOT > Honeypot that emulates interactions of the Telnet 
protocol and a variety of IoT devices. 

• IoTCandyJar > Honeypot that uses machine learning technology 
to automatically learn behavioural knowledge of IoT devices.

• SIPHON > Honeypot that uses physical IoT devices connected to 
various geographical locations through so-called wormholes.
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MieleJar: A framework for IoT honeypots
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Business logic: Installation protocol
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Business logic: Log protocol
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Captured Malwares

University of Verona 14

MIRAI

HAJIME

GAFGYT



Attacks in 6 months
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Mirai: the botnet that disrupted Internet
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